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Architectural support for copy and tamper resistant software

D Lie, C Thekkath, M Mitchell, P Lincoln, D Boneh... - ACM SIGPLAN ..., 2000 - dl.acm.org
Abstract Although there have been attempts to develop code transformations that yield
tamper-resistant software, no reliable software-only methods are known. This paper studies
the hardware implementation of a form of execute-only memory (XOM) that allows ...
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Architecture support for guest-transparent vm protection from untrusted hypervisor and
physical attacks

Y Xia, Y Liu, H Chen - High Performance Computer Architecture ..., 2013 - ieeexplore.ieee.org

... The next sec- tion describes necessary background and related work. Sec- tion 3 describes the

goals and challenges underlying Hyper- Coffer, as well as an overview of the design of

HyperCoffer. Section 4 illustrates the architecture extension required by Hy- perCoffer. ...
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Hackers able to steal | & |

fingerprints from Galaxy S5,
other Android phones

Adam Westlake - Apr 25, 2015

w Tweet | 151 [FIEY {120 g+ 28

Fingerprint readers have quickly become commonplace on our smartphones,
and while they are touted as offering some of the best security, it seems that
may not be true across the board. A group of researchers at FireEye have
reported a flaw in certain Android phones like the Galaxy S5 that could allow
hackers to steal fingerprint data. Now, before you start panicking and preparing
to set your fingerprint-based phone on fire in the name of security, know that
this can only take place in extremely limited situations, and as for Android itself,
the loophole was already patched with the release of Lollipop

HTC caught storing fingerprint data in
unencrypted plain text

By Joel Hruska on August 10, 2015 at 424 pm 4

One example is the HTC One Max — the fingerprint is saved as /data/dbgraw.bmp with 0666
world permission (world readable). Any unprivileged processes or apps can steal the user's
fingenprints by reading this file. Other vendors store fingerprints in TrustZone or Secure
Enclave, but there are still known vulnerabilities for attackers to leverage... To make the
situation even worse, each time the [HTC) fingerprint sensor is used for auth operation, the
auth framework will refresh that fingenprint bitmap to reflect the latest wiped finger. So the
attacker can sit in the background and collect the fingerprint image of every swipe of the

victim.

\
(b)

Figure 5: Fingerprint bitmap obtained from HTC One Max. Both the raw bitmap (a) and the re-
aligned version (b) are shown. We only pasted a small portion of the images to protect the
fingerprint owner’'s anonymity.
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Unlocking the Motorola Bootloader

&) posted by Dan Rosenberg @ 4/08/2013 11:29:00 AM

| recently spent some time dissecting the bootloader used on Motorola's
latest Android devices. the Atrix HD. Razr HD. and Razr M. The
consumer editions of these devices ship with a locked bootloader, which
prevents booting kernel and system images not signed by Motorola or a
carrier. In this blog post, | will present my findings, which include details
of how to exploit a vulnerability in the Motorola h kernel to
permanently unlock the bootloaders on these phones.

These three devices are the first Motorola Android phones to utilize the
Qualcomm MSMB8960 chipset, a break from a long tradition of OMAP-
based Motorola devices. Additionally, these three devices were released
in both "consumer" and "developer" editions. The developer editions of
these models support bootloader unlocking, allowing the user to
voluntarily void the manufacturer warranty to allow installation of custom
kernels and system images not signed by authorized parties. However,
the consumer editions ship with a locked bootloader, preventing these
types of modifications.

KR http://blog.azimuthsecurity.com/2013/04/unlocking-motorola-bootloaderhtmi
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HTC caught storing fingerprint data in
unencrypted plain text

By Joel Hruska on August 10, 2015 at 4:24 pm

For the past few years, both Apple
and the various Android
manufacturers have been pushing
the idea of fingerprint readers, typically on the dubious grounds that biometric security is
a better choice compared to a good passcode. New research from the security firm
FireEye seems to blow that claim wide open, however. According to FireEye, multiple
Android manufacturers protect your fingerprint so poorly, it can be read by plugging the
phone into a computer and knowing which folder to access.

Share This article
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A software level analysis of
TrustZone OS and Trustlets in
Samsung Galaxy Phone

Reading time ~15 min
Posted by behrang on 04 June 2013

Categories: Mobile, Programming, Python

Introduction:

New types of mobile applications based on Trusted Execution Environments (TEE) and most notably ARM TrustZone micro-
kernels are emerging which require new types of security assessment tools and techniques. In this blog post we review an
example TrustZone application on a Galaxy S3 phone and demonstrate how to capture communication between the
Android application and TrustZone OS using an instrumented version of the Mobicore Android library. We also present a
security issue in the Mobicore kernel driver that could allow unauthorised communication between low privileged Android
processes and Mobicore enabled kernel drivers such as an IPSEC driver.

Mobicore OS :
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