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Unlocking the Motorola Bootloader
& posted by Dan Rosenberg (@ 4/08/2013 11:29:00 AM

I recently spent some time dissecting the bootloader used on Motorola's
latest Android devices, the Atrix HD, Razr HD, and Razr M. The
consumer editions of these devices ship with a locked bootloader, which
prevents booting kernel and system images not signed by Motorola or a
carrier. In this blog post, | will present my findings, which include details
of how to exploit a vulnerability in the Motorola h kernel to
permanently unlock the bootloaders on these phones.

These three devices are the first Motorola Android phones to utilize the
Qualcomm MSME9B0 chipset, a break from a long tradition of OMAP-
based Motorola devices. Additionally, these three devices were released
in both "consumer” and "developer” editions. The developer editions of
these models support bootloader unlocking, allowing the user to
voluntarily void the manufacturer warranty to allow installation of custom
kernels and system images not signed by authorized parties. However,
the consumer editions ship with a locked bootloader, preventing these
types of modifications.

KR http://blog.azimuthsecurity.com/2013/04/unlocking-motorola-bootloader.html
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int __tzbsp_oem_discretix(struct_p * s, size_t len) {
(len != ) {

}

s—>status = g_fs_status;
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Secure hardware tokens

Mobile payment

BYOD

Runtime integrity verification

Trusted user interface

Remote enablement/disablement
Automotive (trust vs. safety)

Secure isolation, Remote attestation

DRM, HDCP secure NFC in P2P mode

Any other operation that requires verifiable
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Merchant Site Rich 0S Normal World

Merchant World Authentication & KE)’S

protected by TEE

Payment Details Secure Handover
Merchant and price of the Control of user interface is p
\ transaction are confirmed handed over to TrustZone /

before payment takes place. 4
E M V MasterCard
Worldwide

The Heart of Commerce

Merchant Shopping
The merchant ‘pay now’ element drives the
TrustZone app to launch, delivering the necessary
information to be displayed

PIN Check & Authorisation PIN Entry

The rich OS regains control, submits The PIN is captured through
the encrypted PIN to the Secure TrustZone hardware and
Element for checking, and submits the secured by a trusted application
transaction to merchant before being passed back to the

payment gateway

Merchant Confirm
A confirmation is returned to the merchant to

confirm the payment was successfully taken * SRy
B ARM
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creenlogger - A keylogger app for Android and
martphones

Friday, January 31, 2014 & Swati Khandelwal

84 0| XY 333 W Tweet 272 [z Reddit| 6 [ share 42| EIEIILEE 2462

MALWARE CAN LOG TOUCHSCREEN SWIPES ON SMART
DEVICES

. oy FRes [T (vt (30 @l snare 5 oz ENCEEEN( 4

14N 30, 2014

Security researcher Neal has dapr pt that d ates how specially

designed malware could act as a "screen logger” to capture finger swipes on smart devices and

potentially harvest sensitive information, such as screen lock PINs

The malware concept he developed can monitor the X and Y coordinates or users touchscreen
interactions, and combined with a feature that takes screenshots of the finger swipes, can capture the

users interactions with the device and harvest the data.

“If you're monitoring all touch events and the phone hasn't been touched for at least one hour, then
you get a minimum of four touch events, you can assume that is a PIN code being entered,” Hindocha

told Forbes.

hot and then overlay the touch events, you're looking

Android keylogger - Remotely See All Keyboard Strokes
www.mspy. comfandroid-keylogger « 3.9 % advertiser rating

| 100% Undetectable. Try mSpy now!

mSpy - Best Cell Phone Spy has 1,687 followers on Google+

Android Tracker - Text Message Tracker - Order Now - i0S Phone/Pad Spy

ed with dots, sequentially, where the user is touching

Are you using a pattern lock for your Smartphone to remain untouched from cyber,

are not aware that even your swipe gestures can be analyzed by hackers.

Neal Hindocha, a security adviser for the technology company Trustwave, has dev

malware for the Smartphones that works the same as a keylogger software for deskt
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App Extracted Cleartext Data
Email password, email contents, Extracted Cleartext Data Hoarding
subjects, from/to, contacts App Description Cleartext Data RAM SQLite DB
Ol Notepad (doc) document and metadata Pass- | Cont- | Meta- | Pass- | Cont- | Meta- | Pass- | Cont- | Meta-
KeePass app password, all stored word |ents |data Jword |ents |data |word |ents [data
(password mgr) passwords & descriptions Email email (default) Y Y Y Y Y Y Y Y
Pageonce (finance) | password, transactions, bank GMail email Y Y Y Y
account information Y! Mail emalil Y Y Y Y Y
Facebook (social) | wall posts and messages GDocs documents v Y Y Y
(a) Examples of data extracted from RAM /DB. Ol Notepad | documents Y Y Y Y
App Data When App Uses Data DropBox documents Y Y Y
- KeePass password mgr Y Y Y Y Y Y
password user/automatic refresh ” ] » > > v v
- - p— eeper assword mgr
Email subjects on the email list screen P passw 9
- Amazon commerce
contents user opens the email
- - Pageonce finance Y Y Y Y Y Y Y
Ol note title on the note list screen -
Notepad | note body user edits the note Mint finance Y Y Y Y Y Y
Google+ social Y Y Y Y
master password | app launches -
KeePass | entry name on the entry list screen F.acebook soc!aj Y Y A A
entry password | user opens the entry Linkedin social Y Y Y Y Y
(c) Example usage of hoarded data by apps. (b) Exposure of cleartext sensitive data across all 14 apps.

#IERIR: Tang, Yang, et al. "CleanOS: Limiting Mobile Data Exposure with Idle Eviction." OSD/. Vol. 12. 2012.
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