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SMS encryption scheme for smartphones based on trusted hardware  
Ma Mingyang1  

(1. School of Software, Shanghai Jiao Tong University, Shanghai 200240, China) 
�

�342��4��SMS has become a common used method in two-factor authentication, which is widely used for website login, mobile 
payment, bank transfer and other critical applications. However, many malicious applications take use of mobile operating system 
vulnerabilities to eavesdrop and intercept SMS for users’ authentication code, which brings a great threat on the property of the user 
security. To defend such malicious applications, many SMS encryption applications based on symmetric key encryption algorithm or 
public/private key system have been started using, which bring great convenience to the users. However, such solutions cannot 
guarantee the confidentiality of the SMS plaintext or even the seeds when the mobile OS is compromised. This paper presents 
TrustSMS(Trusted Short Message Service), a secure SMS encryption scheme by using ARM TrustZone technology. TrustSMS can 
not only protect the confidentiality of the SMS against a malicious mobile OS, but also guarantee reliable end-to-end SMS 
transmission. A prototype of TrustSMS is developed on Samsung Exynos 4412. The experimental results show that TrustSMS has 
small impacts on the mobile OS and its performance overhead is less than 1%.�
�06�512�3��SMS encryption; ARM trustzone technology; NTRU public-key cryptosystem; mobile security
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&ƠTƜ�Ǧä�¿ 8G Õ`ǀɁƣ U ƥxȳǘŋ

ȯ&ƠTƜ5¹ MicroSD �+Õ`R�Z”ãǼȞ

ƽú�TrustSMS �Ğǹƽú�"�Zƣ”ãǼȞƽ

ú¬ŋȯ&ƠĵSǌǛƣȽa5¹"�Zƣ U ƥ+

{�YÕRŋȯ&ƠĵSǌǛƣĽGǌǛ5ƝU"

�Zƣ”ãǼȞƽú¬ŋȯ&ƠĵSǌǛƣȽa

¼YÕ¹�Z MicroSD �+�ǌǛ�EYȊ�Tŋ

ȯ&ƠĵSǌǛ��RĹv∈ư½�×ƣɒďlŦ

Ƚa@ƏŉØfƣ�ø%�E¹ǌǛȶ©N¥Ē

É5ĘF[ĸR Android ĵSǌǛƣ init.rc ĽGE

Tŋȯ&ƠĵSǌǛ©�Ņä U ƥ�Ȟ-ĽGǌ

Ǜ5 

3.3   (7pt 

Exynos 4412 ÿ�ŜĲsRlÕţȅŘ�Eä

ØflÕ�#ɓØflÕ�Ɍƶ�ȯȡË.ÕËl

Õİ�(M4IF�Multi Master Multi Memory Interface)
ı�5Exynos 4412 ÿ�Ŝ�§(¿ 512MB Íåƣ

RAM ǀɁ�M4IF Őɢ�EȈǣ 256MB ÍåƣȨ

ǝØflÕ5¹ TrustSMS ƣ�ÀǌǛ+ä RAM Ő

ɢNƣ 16MB lÕYơ-ØflÕ5ŊƵǠp��

§ 800*480 *aǍƎ�Ÿ*aǍƎƝ 2 ÔǱ TGB565
]ı�5ǌǛ¹©�Ņ�ä NTRU àȺĻįȑe�

ØflÕ+��EÍÍsæƭZàĽĻįǿàŉƣ

ŅɁƈǧ5 

3.4   /#1, 

TrustSMS ǌǛƣȎǔ©�ȡƽÐψ 4 ĜƵ5ă

ĝŘÿŘŅǌǛɞdĞǹ ROM +ƣCƮ�ä�Z

©�ǼȞƽúA MicroSD �+�ȞǭØflÕ��

Z©�ǼȞƽúȓȔä TrustSMS A MicroSD �+

�ȞǭØflÕ�øä"�Z©�ǼȞƽú¬ŋȯ

&ƠĵSǌǛƣȽa�ȞǭɓØflÕ5Ő¥��

Z©�ǼȞƽúäǌǛyĮǭŋȯ&ƠøĞǹ"

�Z©�ǼȞƽú�|Ñ�ŋȯ&ƠƣƗÄȈǣ�

©�ŋȯ&ƠĵSǌǛ�Ɋ¥ä U ƥ�Ȟ-ŋȯ&

ƠĵSǌǛƣĽGǌǛ5©�ŅǌǛKŬŢ�Z©

�ǼȞƽú¬ TrustSMS ȽaƣÙļĐ�EƴYá

Ǌĸ MioSD � ɒďÕ`Ļįǹ-ƣŬƆ5 
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3.5   T#:c+: 

TrustSMS�ÀǌǛÛƘRÃUNTRUgȺàƮ

P�ƣƭZĻį�ǿàǈƁ�øä NTRU ÿƊɖƦ
[15]+ƣĻį�ǿàƨiCƮƼŭ�RØf&Ơ+5 

NTRU �àǈƁƣwĻ- ntru_crypto_ntru_encr 

ypt(), jÆņÐ!ĜƵ� 

extern	uint32_t	ntru_crypto_ntru_encrypt(	

uint16_t	 	 	 	 	 	 	 	 pubkey_blob_len,	

uint8_t	const	 	 	 	 *pubkey_blob,	 	

uint16_t	 	 	 	 	 	 	 	 pt_len,	 	

uint8_t	const	 	 	 	 *pt,	 	

uint16_t	 	 	 	 	 	 	 	 *ct_len,	 	

uint8_t	 	 	 	 	 	 	 	 	 *ct);	 	 	
    NTRU �àwĻƣ¢*�ĻĕMÐǺ 1 ĜƵ5 

Ǻ��	�
�àǈƁ�Ļ�

�Ļ �Ļ§Mȏņ 
pubkey_blob_len àȺȾü 

pubkey_blob àȺĻį 
pt_len ņĽĻįȾü 

pt ņĽĻį 

ct_len �à¥Ĉ�ƣàĽĻįȾü 
ct �à¥Ĉ�ƣàĽĻį 

NTRU ǿàǈƁwĻ- ntru_crypto_ntru_decrypt()�
jÆņÐ!ĜƵ� 



extern	uint32_t	ntru_crypto_ntru_decrypt	(	

uint16_t	 	 	 	 	 	 	 	 privkey_blob_len,	

uint8_t	const	 	 	 	 *privkey_blob,	 	

uint16_t	 	 	 	 	 	 	 	 ct_len,	 	

uint8_t	const	 	 	 	 *ct,	 	

uint16_t	 	 	 	 	 	 	 	 *pt_len,	 	

uint8_t	 	 	 	 	 	 	 	 	 *pt);	 	 	
    NTRU ǿàwĻƣ¢*�ĻĕMÐǺ 2 ĜƵ5 

Ǻ �	�
ǿàǈƁ�Ļ�

�Ļ �Ļ§Mȏņ 
privkey_blob_len àȺȾü 

privkey_blob àȺĻį 

ct_len àĽĻįȾü 
ct àĽĻį 

pt_len ǿà¥Ĉ�ƣņĽĻįȾü 
pt ǿà¥Ĉ�ƣņĽĻį 

3.6   /#ca;r, 

ƝUĿþƭZŅƜěɐǽ¹Øf&Ơ+Ƞe

rÈ�ȫƣƭZĻįņĽ�Øf&ƠČɘ�§�*

�ZƣȀĴèɟ�EƴYƜěȠe"Kǻŋȯ&

ƠĵSǌǛĚǵ∈èǶ5¹ TrustSMS �ÀǌǛ+�

�*±ǒƞɃ“ȀĴèȨİǭƞƊǉƙɎėǲƐ

(PMIC�Power Management Integrated Circuit)�PMIC
ƤıȀĴèƣƞ�]øäůĦZ țėCǺȀĴ

Ǝ X-Y ¾ţƣĻÔZ �ŸŰȀĴƣ¾ţ]Õ`¹

PMIC ƣůĦZ  - ĻÔZ țĮ° (ADC �

Analogto-Digital Converter)ßÕ°+�]-ɏŅǺƵ

ă�ſőȀĴSG5 

ăƜěƎvȀĴèŅKȀ��* PMIC +ľ�

+ľÇƙƽúȒƜȀĴèɟ�ȑ� ADC ßÕ°E

ǵ�ŴŰȀĴƣNǣZē�ȀĴèɟ�ŧįƎvN

ǣ¬ă�ŊƵZēĞǹƨûƣ®ûĵS5ƝUȀĴ

èǻŋȯ&Ơ¬Øf&Ơh=�³Ŵjħő(*+

ľÇƙƽúx�¹(Ƹů“!ȒƜ5ăǌǛyĮǭ

Øf&Ơ¥�ȀĴèɟ�ǻȈǣ-ØfƔď�Ŵ¥

ƣĜőȀĴSGäƝØfů“!ƣ+ľÇƙƽú

®û5ăǌǛƝØf&ƠyĮǭŋȯ&ƠŅ�ȀĴ

è+ľäǻȶĿȈǣ-ɓØf+ľ5 

3.7   /#esB*2 

ƝUŋȯ&Ơ¬Øf&Ơh= LCD ŊƵè�

Ǧŋȯ&ƠĵSǌǛŝŇ��Ĺv#Ǌĸ�-Rɂ

ŲjȯȡƧİȑ�ŊƵǠp�Ļįƣŀ“ǵĈƭ

ZĻįņĽ¬àȺĻį�Øf&ƠČɘħőƕǂƣ

ŊƵǠp�ɟ�5 

TrustSMS �ÀǌǛÛƘR�ZŊƵı�°�Ƨ

İ¹Øf&ƠlȈǣÿ�ŜƣψaÇƙ�c(IPU�

Image Processing Unit)ĻįEŊƵƭZņĽĻį5

Exynos 4412 ÿ�ŜƣŊƵǌǛ.ǽƝ IPU ¬ LCD
ŊƵ°(ȱxǓė�IPU ȓȔäĻįAŊƵǠp�

�ȫǭŊƵȈÈ�LCD {ȓȔŊƵƨûĻį�jT

ƜN�ɐǽǻ|Ñ�5 

¹ŋȯ&ƠĵSǌǛ©�Ņ�IPU ǻȈǣ-ɓØf

Ɣď��EäɓØfŊƵǠp�ƣĻįLȫǭ LCD
ŊƵ°5ăǌǛyĮǭØf&ƠŅ��ZŊƵı�

°ɞdYÕ IPU ƣă�Ɣď�Ə¥Ɲ�ZȀĴèɟ

�á IPU ȦǹȶĿȈǣ�øäjȈǣ-ØfƔď�

ÿÑAədYơƣØfŊƵǠp�ȑ�Ļį5ǌǛ

yĮ²ŋȯ&Ơ��ZŊƵı�°KɞdƉɈØ

f&ƠƣŊƵĻį�Ɋ¥ĒÉN�YÕƣ IPU Ɣď

EYȊŋȯ&ƠĵSǌǛųóȢǹ5 

TrustSMS YơR RAM ƣ 16MB ŐɢNlÕS

-ØflÕ�j+ 15MB ƜSØfŊƵǠp�5Ŋ

ƵǠp��§ 800*480 *aǍƎ�Ÿ*aǍƎƝ 2
ÔǱƣ RGB565 ]ı�5 

� 9s9>`h �

4.1   9sQ5 

TrustSMS �ÀǌǛÛƘU�ű�ň Exynos 
4412 ÿ�Ŝ�ȍÿ�ŜȳÈR ARM Cortex-A9 Ç

ƙ°�CPU ɛƖ- 1.4GHz�ŋȯ&ƠȢǹƣĵS

ǌǛŉ Android IceCream Sandwich(Android 4.0 Ƒ
Ŗ)�Linux lŦƑŖ- 3.0.25Ȣǹ¹Øf&ƠƣØ

fĵSǌǛ- T6[14]�TrustSMS S- T6 ƣ�*Øf

ûƜƽúȢǹ5 

4.2   >`h  

ŖĽɞdƆȌR TrustSMS �ÀǌǛ+ƭZĻ

įƣǿà#ŊƵ�ǫĐǫÿȻ5AƜěĞǹŋȯ&

Ơ TrustSMS CƙƽúøȾĭšŚƭZàĽĻįȮ

ĩǿàȀ��ZyĮ¥��ƭZņĽĻįƝ LCD
ŊƵǘƜě�ǌǛĞǹ.ǽx-±*ŵɡ�¢ŵɡ

ƣkPĞǹĵS¬ĜƜŅɁÐǺ 3 ĜƵ�ÛɠȮ�

ƣƭZȾüö¼-��*ŽÔ�ĜƜŅɁ-��Ű

ƭZàĽǿàŊƵȡƽǧŅƣö¼]5 

Ǻ���àƭZǿà¢ŵɡĜƜŅɁ�

Ğǹŵɡ ĞǹĵS ĜƜŅɁ(źƺ) 
1 �ZyĮ 0.0013 

2 ƭZàĽǿà 16.57 

3 �ZŊƵǪŌǗ� 35.61 

4 ƭZņĽǗ� 5.74 

Aŋȯ&ƠyĮ�Øf&Ơɐǽ 1858 * CPU
ªŔ�h 1.3 Ċƺ�ƭZàĽǿàwĻĞǹö¼ɐ

ǽ 16.57 źƺ�ǌǛyĮǭØf&Ơ¥�-RuU

Ɯě;9�ǌǛKȶĿȈǣŊƵǠp�ɞdǗ�Ǒ

ǰǪŌ�Ŵȡƽö¼ɐǽ 35.61 źƺÙė�ȥ4ŉ

ļ*yĮȡƽ+ŐÍƣĐǫÿȻȱx5Ő¥ǌǛŧ

įǿà¥ƣƭZĻįņĽäáûƣaǍƎZēo

e�ZŊƵǠp�EÙėƭZĻįņĽƣŊƵ�Ŵ

ŵɡɐ 5.74 źƺ5 

ǟ �AƜěȮ+ƭZàĽȮĩǿà�ƭZĻ

įņĽ¹èô ŊƵuśö¼ɐǽ 57.92 źƺ�Ǧ

Android ĵSǌǛƣ�ŰȀĴèƎvSG®ûŅɁ

ȯóɐǽ 60 źƺE �Ɯě¹TƜ TrustSMS ǌǛ

Ņt2"KĖ��ýȩ5 



áU�ȫƭZŅƣ�àȡƽ�ƜěÙėƭZņ

ĽĻįȠe¥ǌǛKɞdȐżİķŀŐĿƣ NTRU
�àgȺĻį�ȥ�ǢǙȯZȡƽƣĐǫÿȻ�Ǣ

ǙƗÄą®ȟÍ�¹ wifi ǢǙƗÄ!��ŰȐżƣ

ö¼ƜŅ- 217.91 źƺ�¹ 4G ǢǙƗÄ!ƣö¼

ƜŅ- 273.22 źƺ5ƭZņĽĻįƣö¼Ⱦü-�

�*ŽÔ���Ű�àö¼ƜŅ- 9.12 źƺ5³Ŵ

ƜěÙėƭZņĽĻįȠe¥ TrustSMS ǌǛòś

ƣɝÊÿȻ"ȗȡ 300 źƺ�áƜěPɠą®ȟå5 

¤Ņ�ŎǫĝŘS-#ƜěɛǏ;9ƣȈÈ�

áŋȯ&ƠĵSǌǛÛŅĐǽżćɢ�³Ŵ

TrustSMS ɐǽYȊȟOƣĐǫÿȻEsåáƜě

Pɠƣą®5ŖĽȴƜ Android ĵSǌǛƆȋìk

Antutu[16]á©�Ņ�ȞR TrustSMS ƣǌǛ#�ƛ

ƣ Android ĵSǌǛĐǫȦǹRáŹ5ψ 5 -ƆȌ

ǖş�ĈxȘɢǺƵĐǫȘÏ5Aψ+�Ƭ��Ȟ

R TrustSMS ƣǌǛkőȟÏƣđPĐǫ�jĐǫ

ÿȻOU 1%5ȥŉƝU TrustSMS t2"áŋȯ&

Ơƣ Android ĵSǌǛ_Hn[ĸ��KálÕȉ

ɀ4ÊȱÕ`ȈÈȉɀĐǫ<ƛŝOƣą®5 

 
ψ �������� ƆȌǖş�

� [� f�

ŖĽȈȁøÛƘRŎǫĝŘö��ZƭZ�

àǿqŀŪ TrustSMS�ȯȡ~Ɯ ARM TrustZone
ġŗ�TrustSMS YȊRƭZĻį¹。�。LȠ+ƣ

ØfĐ�¤Ņ�EģĉŎǫĝŘö�lŋȯ&Ơĵ

SǌǛȹáƭZņĽĻį#àȺĻįƣËƸǋÀ

ƣĹv�YȊRƭZĻįƣ�ǿà�ǫ#ŊƵ�ǫ

ųó4�Z5TrustSMS ǿqŀŪ"ɐǽáŋȯ&Ơ

ĵSǌǛ_Hn[ĸ�ȹá�ÀǌǛƣĐǫƆȌŊ

ƵjòśƣĐǫÿȻOU 1%5 

#LǛÃUáƻàȺ�àƣǿqŀŪƨŹ�

TrustSMS ǌǛƝUàȺ;ĮȡƽƣÕ¹�KɝÊ<

ƛ 200 źƺí�ƣýȩ5�*�ǫƣǿqŀŪŉ�

Ǥ�ď�DƛėǈƁȈȁ�ƸȝȷǐƣkőșÌ

ØfĐƣƭZ�àŀŪ�EsæáȯZ¬ȁǈȕƊ

ƣƈǧ5¤ŅŖĽƣŕśìSȤäƫƪUÛƘØf

&Ơ+"¤ØfȦƽNɁƣɌƶEɂŲš:Õ¹

ĔĕƣØfȦƽá TrustSMS ȦƽȦǹĹv��*

�ǫƣǿqŀŪŉä"¤ƣØfȦƽȢǹ¹"¤

ƣ Linux Þ°+[17]5 
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